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Semester 1
Teaching Passing .
Scheme Internal External Marks I;;Zsrl;:f Total
(Hours / Week) Marks Marks (ThéOE;y * (Practical) Marks
N CrLFeSerled“ Subject Code |Subject Name Credit | Lect [Lab| Tut| T| P |[CE| T P Int+Ext. | Int+Ext.
Professional Core Courses (PCC)
03023301PC0O1 [Advanced Web Applications Security 3 3 - - 120 - |20 60 - 100
03023301PC02 |Advanced Web Applications Security Laboratory 1 - 2 - 20 30 50
03023301PC03 |Advance Mobile Application Architecture & Security 3 3 - - 120 - |20 60 - 100
03023301PC04 |Advance Mobile Application Architecture & Security Laboratory 1 - 2 - 20 30 50
03023301PC05 [Advanced Computer Networks & Security 4 3 2 - 120 20 60 100
03023301PC06 [Advanced Computer Networks & Security Laboratory 1 - 2 - 20 30 50
Professional Elective Courses (PECs-I)
03020201PEO1 |Machine Learning 3 3 0 - 120 - |20 60 - 100
03020201PE02 |Machine Learning Laboratory 1 0 2 - 20 30 50
65 03023301PEO1 |Applied Cryptography 3 3 0 - 120 - |20 60 - 100
03023301PE02 |Applied Cryptography Laboratory 1 0 2 - 20 30 50
03023301PE0O3 |Digital Forensic & Incident Response 3 3 0 - [20] - |20 60 - 100
03023301PE04 |Digital Forensic & Incident Response Laboratory 1 0 2 - 20 30 50




Humanities and Social Science, including Management Courses (HSMC)
03020201HMO1 |Research Methodology & IPR 4 4 0 - (20 O |20 60 0 100
Mandatory courses (MNC-I)
03020001MCO1 |English for Research Paper Writing 0 2 - - -1 - 150 - - 25 50
03021601MCO1 |Disaster Management 0 2 - - -1 - |50 - - 25 50
03020001MC02 |Value Education 0 2 - - - - 150 - - 25 50
Total credits
Semester 2
Teaching Scheme ) Passing
Internal External Passing Marks Marks Total
Marks Marks (Theory + CE) . Marks
(Hours / Week) (Practical)
Ncr]iferledit Subject Code |Subject Name Credit | Lect |Lab| Tut| T| P |{CE| T P Int+Ext. | Int+Ext.
Professional Core Courses (PCC)
03023302PCO01 (Security Monitoring / Advance Cyber Security Tools 3 3 - - (20 20 60 100
03023302PC02 |Security Monitoring / Advance Cyber Security Tools Laboratory 1 - 2 - 20 30 50
03023302PC03 |Information Security Management System 3 3 - - [20] - |20 60 - 100
03023302PC04 |Information Security Management System Laboratory 1 - 2 - -120]0 - 30 50
Professional Elective Courses (PECs-II)
03023302PE01 |Mobile and wireless communication security 3 3 - - (20 20 60 100
03023302PE02 |Mobile and wireless communication security Laboratory 1 - 2 - 20 30 50
03023302PE03 |Reverse Engineering and Malware Analysis 3 3 - - (20 20 60 100
03023302PE04 |Reverse Engineering and Malware Analysis Laboratory 1 - 2 - 20 30 50
03023302PE05 |CyberLaws and Ethics 3 3 - - |20 20 60 100
03023302PE06 |CyberLaws and Ethics Laboratory 1 - 2 - 20 30 50
Professional Elective Courses (PECs-III)
03023302PE07 |Fundamentals of InfoSec, SCADA & IOT 3 3 - - |20 20 60 100
03023302PE08 |Fundamentals of InfoSec, SCADA & IOT Laboratory 1 - 2 - 20 30 50




6.5

03023302PE09 |Game Theory and Hacking 3 3 - - |20 20 60 100
03023302PE10 |Game Theory and Hacking Laboratory 1 - 2 - 20 30 50
03023302PE11 |Cloud Computing & Security 3 3 - - 120 20 60 100
03023302PE12 |Cloud Computing & Security Laboratory 1 - 2 - 20 30 50
Multidisciplinary Open Professional Electives Courses (MOPECs)
03020202UE01 [Augmented Reality and Virtual Reality 4 4 0 0 |20 - |20 60 0 100
03020202UE02 [Cyber Physical Systems 4 4 0 0 |20 - |20 60 0 100
03020202UE03 |Social Networking 4 4 0 0 120] - |20 60 0 100
03020502UEO1 |Business Analytics 4 4 0 0 |20 - |20 60 0 100
03020602UEO01 |Industrial Safety 4 4 0 0 120] - |20 60 0 100
03022102UEO01 |Operations Research 4 4 0 0 |20 - |20 60 0 100
03020702UEO01 |IOT and Smart Cities 4 4 0 0 120] - |20 60 0 100
Mandatory courses (MNC-II)
03023302MCO1 |Indian Cyber Law and Ethics 0 2 - - -1 -150 - - 25 50
03020002MCO01 |Pedagogy Studies 0 2 - - -1 - |50 - - 25 50
03020002MCO02 |Personality Development through Life Enlightenment Skills 0 2 - - -1 - 150 - - 25 50
Vocational Training / Professional Experience/Courses- (Mandatory for Exit)
03023302EX01 Security Monitoring Swayam / NCrF6 Practical Approach to Cyber Security/ 4

Global Certification - ECH

Total credits




Semester 3

Teaching Passing Passi
Scheme Internal External Marks h::i‘;lsg Total
Marks Marks (Theory + Practical Marks
(Hours / Week) CE) (Practical)
Ncr]iferled" Subject Code |Subject Name Credit | Lect |Lab| Tut| T| P |CE| T P Int+Ext. | Int+Ext.
Disseration
7 03020203INO1 |Disseration Phase-I 20 - 40 | - 100 100 200
Total credits| 20
Semester 4
Teaching Passing
Scheme Internal External Marks Passing Total
(Theory + Marks
Marks Marks CE P ical Marks
(Hours / Week) ) (Practical)
NcrLFeferled't Subject Code |Subject Name Credit | Lect [Lab| Tut| T| P |[CE| T P Int+Ext. | Int+Ext.
Disseration
7 03020204INO1 |Disseration Phase-1I 20 - 40 | - 100 100 200
Total credits| 20

(Hours / Week)




